Listen well - Design accordingly - Execute flawlessly

VAST Solutions acknowledges that the rise in cyber security crime is making robust network access security
frameworks more critical than ever. Ongoing proactive measures will always be cheaper to an organization than
reacting to a breach. Wireless LAN is fast becoming the preferred access method for organizations and with that
comes the increasing risk of the security framework of the wireless LAN being challenged, even from outside of

the organization. Any security breach has the potential to grant unauthorized access to the infrastructure and
eventually, your data. VAST Solutions has created the Wireless LAN Security Audit to give you the visibility you
need to ensure that your wireless LAN is secured as if anyone can see it.

Do you know what your RF environment looks like? Do you know if there are any unauthorized
access points connected to your LAN? Or are there any devices unknowingly propagating an
o SSID that is potentially opening a security threat to your environment? VAST Solutions will

perform a full RF Survey that will identify all wireless and non-wireless transmitting devices

within your environment.

The rapid transformation of the IT industry often results in organisation adding and changing
/\ their IT infrastructure to try keep up with the ever evolving business requirements but
, \ unfortunately, security frameworks are often being left behind or seen as an after thought. VAST
’ \ Solutions will gather all relevant business requirements initially to ensure that when the full

Wireless LAN Security Configuration Review is conducted, that the output from the findings of

that review are inline with business requirements.

Do you know all of the components that form your wireless LAN infrastructure? Do you have a

~ inventory baseline that you can reference when required to ensure that no un-authorised

/ . infrastructure components have been added to the environment which could potentially be

\ / adding security risks? VAST Solutions will perform a Wireless LAN Inventory Audit to evaluate
~ your wireless LAN infrastructure and document all known components to give your organisation

a baseline to utilise moving forward.

After the extensive VAST Solutions Wireless LAN Security Audit has been completed, the

l deliverable will be an all encompassing Report. The report will contain key information and
findings collected during the security audit along with actionable items and recommendations to
help you organisation to have a proactive approach to security, not reactive. The ultimate goal is
to give your organisation the security visibility required to enable you to maintain a robust

security posture keeping your data and organisation safe.
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